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ARTICLE INFO ABSTRACT

Keywords: Cities continue to face significant challenges that test their capacity for resilience. With the
Smart city development of smart cities, there needs to be a better understanding of how the introduction of
Resilience smart technologies will affect urban resilience. To address this issue, this article presents a critical
Sustainability review of the literature on smart cities and smart technologies focussing on representations of

Digital technology

! resilience. The findings reveal that discussing resilience in relation to smart city components of
Data security

the data layer, digital technologies and the physical city can provide some degree of clarity
despite the existence of a multiplicity of definitions and interpretations. Furthermore, the analysis
indicates that the nature of relationships between ‘smartness’ and ‘resilience’ remains contested,
and largely dependent on the perceived role of digital technologies in resilience-building pro-
cesses. This in turn is influenced by how these technologies are used and what the intention and
expectations are in relation to their use. In order to address these issues, we conclude that further
interdisciplinary research, extending to the physical, social and environmental systems of cities, is
needed to better understand the relations between smartness and resilience.

1. Introduction

Cities will continue to face significant challenges during the 21st century as a result of changes in demography, politics, the climate,
the global economy and technology. These changes will likely increase the demand for housing, services for ageing populations, the
sustainable sourcing of food, water and energy, resilient infrastructure, and improved organisational and institutional arrangements
[1-3]. To deal with these emerging challenges, different urban development models have been proposed in recent years, including
eco-city, green city, sustainable city, liveable city, resilient city, smart city or a combination of these (e.g. resilient smart city) [4-6].
The concepts of sustainability, resilience and smartness have become key to urban planning and management theories and practices.
They represent idealistic visions, promoted by influential organisations including the United Nations, the Rockefeller Foundation and
the European Union, for which cities must aim in order to remain attractive to businesses and citizens, and competitive in the glo-
balised economy [7-9]. Despite their influence on the planning and management of cities, these concepts remain fuzzy, contested and
vague. This lack of conceptual clarity also leads to difficulties with assessing and evaluating the interrelations among resilience and
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smartness, and sustainability [2,3,10-13]. In turn, this has consequences for the purposeful utilisation of emerging technologies to
improve sustainability and resilience in cities.

The smart city agenda represents attempts to deal with large-scale environmental and socioeconomic challenges through
technology-driven urban retrofit and development building mainly on information and communication technologies (ICTs) [3,10,13,
14]. Such attempts most often feature sensors, big data, Internet of Things (IoT), data-driven decision-making and automation, and
may even extend to enhancing human and social capital with ICTs [10,12]. In other words, “the notion of the ‘smart city’ encompasses a
broad and loosely defined toolkit of technological ‘solutions’ and policy interventions aimed at: (a) implementing urban technologies to monitor
urban systems and improve their efficacy through real-time monitoring and ‘big data’ analytics; and (b) urban development and
capacity-building through the generation of technology-enabled human capital” [15]:209).

A review of the various existing smart city definitions and classifications however shows that mainstream interpretations do not
include or directly refer to ‘resilience’ as a core factor in making cities smarter [3,10,11,13]. This is a serious oversight in a rapidly
urbanising and digitalising world in which climate change, mass migration, natural disasters, pandemics, and unprecedented pressure
on the provision of social services for an ever-growing urban population will test the capacity of urban systems to thrive - in other
words, their resilience. ‘Resilience’ can be understood broadly as “an endowed or enriched property of a system that is capable of effectively
combating (absorbing, adapting to or rapidly recover from) disruptive events” [16]:91). Furthermore, with the development of smart cities,

Dajfa Lajef
(il (6yer) Ciy

v\

0
1Wo g
100

0\ ©
0

Fbjsfca’ EHJ

Fig. 1. The basic conceptual components of a smart city.
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there is an acute need for a better understanding of how the introduction of additional layers of technology into urban systems will
affect the complexity of the urban landscape, and accordingly, the ability of a city to establish effective resilience to such challenges.

This paper investigates the interrelations between the concepts of ‘resilience’ and ‘smartness’ in city planning and management
through a critical review of the academic literature on smart cities and digitalisation between 2015 and 2020. Assessing the impli-
cations of smart city digital technologies to urban resilience is particularly timely and important due to the ever-increasing popularity
of ‘smartification’ as a way of modernising cities and city systems in response to contemporary challenges. Addressing a significant gap
in research, our analysis expands on earlier reviews that are, to a large extent, limited to understanding the implications of ‘smarti-
fication’ on the physical city and its inhabitants (see Arafah, Winarso, and Suroso [11]; Baron [17]; or Papa et al. [12]. Looking beyond
the physical-material dimension of the city, we investigate how the concept of ‘resilience’ appears, and is operationalised, in the
context of digital technologies and the data environment resulting from their implementation. The main contributions of this paper can
be summarised as follows:

o This paper provides a timely critical review that analyses how the literature at the intersection of smart and resilient cities defines
and uses these two urban development concepts. As such, it can be used as a consultation paper for further research.

e Our review confirms that various definitions of resilience exist in the smart city and smart technologies literature. In order to make
sense of multiple definitions, we propose a simple, yet robust, conceptualisation of the ‘smart city’ and classified the articles
reviewed according to their main focus on different components of the smart city. We define these components as the ‘data layer’,
‘digital (‘smart’) technologies’ and the ‘physical city’.

o The analysis shows that this section of the literature often links urban resilience and smartness through what many authors consider
as a more holistic concept: sustainability. We propose the ‘Resilience-Smartness-Sustainability triangle’ framework to describe the
interrelations between resilience and smartness. This framework highlights that resilience is often considered as an element of
sustainability, while smartness is perceived as a means to achieve sustainability. This implies that, at least on the conceptual level,
the purposeful implementation of smartness to improve sustainability is likely to help to increase resilience — which is part of
sustainability. However, this relationship is not straightforward.

Finally, our analysis underlines the need to appreciate the context-dependence of interpretations of smartness and resilience. Based

on the results, we call for interdisciplinary research aimed specifically at studying the contribution of specific smart city digital

technologies to resilience-building processes in order to increase the evidence-base and improve our understanding of the rela-
tionship between smartness and resilience.

The remainder of the paper is structured as follows. Section 2 presents a conceptualisation of the smart city proposed by the authors
that is used to guide the review. Section 3 presents the research questions and the data collection methods used to construct a
qualitative database for the critical review of the academic literature on smart cities and digital technologies. Section 4 discusses our
findings from the review, with Subsection 4.1 focussing on the interpretations of resilience within the smart cities and digital tech-
nologies literature; Subsection 4.2 on the conceptual links between resilience and smartness emerging from the literature; and Sub-
section 4.3 on the role of digital technologies in resilience building. Based on these findings, Section 5 summarises the most important
points and presents our conclusions and recommendations for future research.

2. A conceptualisation of the smart city

In this paper, the authors propose a simple, yet useful, conceptual interpretation of a smart city to guide the analysis presented
(Fig. 1). This conceptual interpretation satisfies the definition of a conceptual framework from Jabareen [18]:51) (A conceptual
framework is “a network, or “a plane,” of interlinked concepts that together provide a comprehensive understanding of a phenomenon or
phenomena”). This interpretation sees a smart city as being composed of three main components:

1) The physical city: the physical city is interpreted in this conceptual vision of a smart city as all the non-digital or ‘non-smart’
elements of a city. This includes all traditional physical non-digital infrastructure (e.g., traditional roads, water systems, storm
water systems, ‘non-smart’ buildings, etc.), but is not limited to these. Cities are interpreted in this paper as socio-techno-ecological
systems; therefore, the physical city also includes the urban communities (and their social systems) and the natural elements of a
city (e.g., rivers, parks, green infrastructure, urban animal species, the atmosphere above a city, etc.).

The digital (‘smart’) technologies: these are all the technologies that are deployed in a city to make it ‘smart’. These include
technologies such as ICTs, sensors, and Internet of Things (IoT) technologies. These technologies are used to monitor (i.e., generate
useful data from the urban environment), interconnect elements of the physical city (i.e., allow flows of data in the urban envi-
ronment) or enhance the capacities of the elements of the physical city (i.e., use data for improving urban processes). Some of these
technologies are sometimes embedded inside other existing technologies or infrastructure to generate ‘smart’ versions of them (e.
g., ‘smart’ roads or ‘smart’ grids).

The data layer: the data layer can be understood as a digital mirror image of the physical city produced by the data collected by the
‘smart’ technologies. This mirror image can be called the digital city or the cyber city. The data in this layer includes the data
produced in the monitoring of the physical city, in the communications between elements of the physical city and from the analysis
of raw data that can be used for improving urban processes (this includes models and information). Data management technologies
are also considered to be part of this layer.
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In our interpretation, each of the aforementioned layers constitutes a complex system and, in reality, these three layers are deeply
intertwined, forming a so-called non-linear system-of-systems.
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Another highly-related concept in the field which can be often found co-existing with the smart city is the ‘digital twin city’ concept
[19]. The digital twinning also involves physical, digital, and data components in its definition (i.e., a digital twin city is a virtual
replica of the physical city, which is often built upon real-time data and high-fidelity simulations and modelling [20]). However, this
should not be confused with the proposed conceptualisation of the smart city as these two city concepts are fundamentally different.
Essentially, the smart city concept is higher and broader than the concept of the digital twin city — one can largely interpret the digital
twin city as a specific tool that can help to approach smart city problems (i.e., simulating ‘what-if’ scenarios for achieving
evidence-informed decision-making).

3. Research strategy and data collection

The following questions were devised to guide the construction of a qualitative database for a critical review of the literature on
digitalisation and smart cities through resilience lenses:

e (Q1) How is resilience perceived and defined in smart city literature?
e (Q2) How are the concepts of resilience and smartness related on a conceptual level?
e (Q3) What is the role of digital technologies in resilience-building processes?

Critical review as a research strategy is widely used in studies aiming to address questions with a broad scope [21]. As Paré et al.
[21]:189) state “these reviews aim to critically analyze the extant literature in a broad topic to reveal weaknesses, contradictions, controversies,
or inconsistencies”. Due to the broad focus of the questions tackled, critical reviews aim at producing relevant hypotheses or models
rather than definitive answers to these. They focus on evaluating what is of value from previous bodies of work and offer possible new
conceptual development paths [22]. However, critical reviews do not aim to provide a comprehensive and systematic reading of all
relevant literature [21-23]. Supporting this critical review, the approach taken to data collection and analysis to address questions Q1
and Q2 are presented in Section 3.1, and in Section 3.2 for Q3.

3.1. Constructing the literature base to address Q1 and Q2

The first two research questions focus on conceptual understandings of the resilience and smartness in the urban context. The
database for critical review was constructed via searches using the online databases Google Scholar and Scopus which cover a wide
range of literature. Searches were performed using the key words ‘resilience’ AND ‘smart city’, with limiting the results to subject areas
of engineering, social sciences, environmental science, decision sciences, and Earth and planetary sciences. The review focused on
literature published between 2015 and 2020 to ensure that the information collected covers a substantial period and includes full years
of records. Additionally, the literature reviewed was complemented with a number of earlier seminal works based on citations (e.g.,
Wohlin [24]; Ernstson et al. [25]. Of the initial results, 99 papers were identified as relevant for addressing Q1 and Q2 based on a
review of titles, abstracts, and keywords. Based on the detailed reading of these initially selected articles, 12 were excluded due mainly
to using ‘resilience’ and/or ‘smart city’ in their titles, abstracts, or keywords as buzzwords but included no discussion of smart cities,
smart technologies and/or their resilience.

The remaining 87 documents were divided into three groups depending on the specific components of the smart city they focused
on (see Section 2). Some articles covered more than one component and they were classified according to which component they gave
more focus. Using this classification system, 54 documents could be classified as focussing on the resilience of the physical city, 27
documents on the resilience of digital technologies, and 6 on the resilience of the data (produced by digital technologies) in cities. A
categorised list of references to the articles included in this review is shown in Table 1.

3.2. Constructing the literature base to address Q3

Addressing Q3 required a parallel literature search with a specific focus on resilience-building and digital technologies. This round
of data collection was aimed at understanding how various digital technologies are, or are envisaged to be, used in resilience-building
processes in the urban built environment. Searches were performed using the key words ‘resilience’ AND ‘digital technology’ in Scopus
and Google Scholar, in a similar vein to addressing Q1 and Q2. In addition to the search results obtained this way, further papers were
added based on citations (for example, Bailey and Wilson [98]; Yates and Paquette [99]; or Garbett et al. [100]. This approach
identified 22 articles which were used to address Q3, as shown in Table 2.

4. Findings and discussion

The findings from our review of the literature on smart cities and digital technologies are introduced in the following three sections:
section 4.1 presents the findings relevant to Q1, and sections 4.2 and 4.3 introduce the findings in response to Q2 and Q3 respectively.
In each section, the findings of the literature review are discussed and insights are presented based on the analysis of the findings and in
response to our research questions.

Table 1

Documents reviewed divided into categories depending on which component of the smart city they focus on.
Resilience of the physical city Resilience of the smart technologies Resilience of the data
[4-12,14,15,17,25-65,123] [66-91,124] [92-97]
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Table 2
Documents identified in the complementary literature search.

Articles discussing the role of digital technologies in building urban resilience

[1,2,98-116,125]

4.1. ‘Resilience’ in smart cities

Using the classification of smart city components introduced in section 2 (physical city, digital/smart technologies, data layer), the
review found that ‘resilience’ as a property is interpreted differently for each of the three components. These differences are related to
the types of threats faced by each component and the focus on protecting either the digital, physical (built or natural environment) or
social systems of a city (Fig. 2). The following three subsections present more detailed discussions on how the concept of resilience is
interpreted when applied to the different components of smart cities.

4.1.1. Resilience of the data layer

Despite the prevalence of ‘big data’ and ‘data analytics’ in smart cities, only a small subset of the surveyed literature focused
specifically on the resilience of the data layer (six articles, as listed in Table 1). Some additional articles which concentrate mainly on
the physical city or on the smart city digital technologies engage in discussing briefly the resilience of the data layer too, but do not
offer new insights compared to the articles classified as focussing on data (for example, Ng et al. [9]; Poncella et al. [83]; Roohi et al.
[84] or Yarime [64].

The articles selected for analysis emphasise the threat of cyber-attacks in relation to the resilience of the data layer [92-96]. A
variety of different types of cyber-attacks are considered which may lead to corrupting, destroying, stealing or leaking data. Beyond
organised cyber-attacks, data corruption can also occur as a result of human error or as part of the normal functioning of the digital
equipment over its lifespan [97]. Consequently, resilience in this component of the smart city is predominantly associated with
concepts such as security and reliability. Data security is most often discussed in terms of protecting privacy or processing sensitive
data associated with critical systems (e.g., infrastructures) in the city. Reliability is associated in this context with data quality
(minimising and/or managing data corruption), credibility in terms of trustworthiness, and accessibility.

As aresult, a common approach to defining resilience in the context of data in smart cities is to view it as the ability of the data layer
to resist deliberate man-made hazards such as cyber-attacks (Gao et al. [94]. According to Boyes et al. [93]:1-2), “[intercommunicated]
systems will need to be designed and built to achieve high levels of resilience, so they continue to operate under adverse conditions. Where this is
not possible they should be designed to degrade in a controlled manner that can be readily restored to full operating conditions once any adverse
situation is resolved”. Definitions in the papers reviewed highlight a strong focus on maintaining the functioning of data systems during
and after shocks (e.g., cyber-attacks). A notable exception is Hiller and Blanke [96] who propose to conceptualise ‘privacy’ as a system
and analyze it through the lens of resilience theory. They assess the advantages and disadvantages of different approaches (engi-
neering, ecological and socio-ecological resilience) in protecting privacy.

4.1.2. Resilience of smart city digital technologies
The second component of smart cities are the smart digital technologies that interconnect existing systems or generate new data
from the physical city and its environment to provide new or improved services to urban citizens. These technologies are at the nexus

Dits, Layer

Threats

Related concepts

Scope

Accidental man-made hazards
(Human error, Data Corruption,
Technological Hazards)
Deliberate man-made hazards
(Cyber-attacks)

Resilience is associated with security
(i.e., privacy, sensitive data) and
reliability (e.g., data is not corrupt, is
accessible, is of good quality)

Digital systems of smart
cities.

Natural hazards

Accidental man-made hazards
(Human error, Software
Corruption, Technological
Hazards)

Deliberate man-made hazards
(Cyber-attacks, terrorism)

Resilience is associated with reliability
(i.e., keeping services like electricity or
the internet working in the case of an
emergency or a disaster). Itis less
associated with security.

Physical and Digital
systems of smart cities.

Natural hazards

Accidental man-made hazards
(Human error)

Deliberate man-made hazards
(Cyber-attacks, terrorism)

Resilience of socio-techno-ecological
systems:
 Urban resilience (i.e., Social,
economic, environmental)
* Closely related to sustainability.

Physical systems of
smart cities.

Note: The impacts of hazards can
cascade from one component to the
other(s).
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Fig. 2. Visions of resilience in smart city literature.
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between the physical city and the data layer. Therefore, they can be subject to threats from both, including accidental (e.g., human
errors) and deliberate man-made hazards (e.g., terrorism) or natural hazards [44,69,73].
Our review revealed three main types of ‘digital technologies’ that are discussed in the smart cities’ literature:

1. Technologies for the Smart (power) Grid [68,70,74-76,78,79,85-87,91].
2. Wireless Sensor Networks and Internet of Things (IoT) technologies [66,67,71,80,82-84,86,89,90]; and
3. Technologies for Smart (Digital) Critical Infrastructures [69,71-73,77,81,88].

These articles emphasise the role of digital technologies in the provision of new or improved services. For example, Vermiglio et al.
(2020) explicitly limit their focus to “the enhancement of service quality to citizens ... to increase the level of safety and security of the
communities” (Vermigilio et al., 2020:116). As a result, reliability becomes a key concept associated with resilience in this part of the
literature. Reliability in these articles most often refers to maintaining the provision of a service, such as electricity or the internet, in
case of an emergency or a disaster. Security remains a concern but to a lesser extent than in the context of data. Instead of being a key
focus area, the ability of digital technologies to resist deliberate man-made hazards is discussed as one of several possible hazards to
this component of the smart city.

Definitions of resilience found in these articles reflect the heightened focus on its relationship with the concept of reliability. Abreu
et al. [66,67] define the resilience of IoT systems specifically as the ability to guarantee the continuity of the services they provide.
Poncela et al.‘s [83]:154) definition reflects similar considerations by treating the resilience of IoT enabling technologies as “the ability
to deliver service and information that can be justifiably trusted in spite of continuous changes and is in accordance with user requirements and
resource constraints”. Further, Sterbenz [86]:1) defines the resilience of Internet infrastructure as “the ability of the network to provide
and maintain an acceptable level of service in the face of various faults and challenges to normal operation”.

In addition to the service-delivery-focused definitions, more generic definitions could also be identified in this part of the literature.
For example, Jung et al. [76]:1) define resilience as “the ability of a system to mitigate and rapidly recover from a disruptive event”.
Annaswamy et al. [69]:269) provide the following definition:

“Resilience of a system with respect to a class of extreme and high impact disturbances, is the property that characterizes its ability to
withstand and recover from this particular class of disturbances by being allowed to temporarily transit to a state where its performance is
significantly degraded and returning within acceptable time to a state where certain minimal but critical performance criteria are met”.
The definitions found to be focused on the service delivery aspect of smart city digital technologies represent interpretations of
resilience that correspond mainly to an engineering resilience approach. Engineering resilience “focuses on a return to the original state
of being, minimal fluctuations from equilibrium, and an emphasis on understanding system design and operation in order to increase successes
rather than decrease failures” [96]:346). The more generic definitions of resilience found in papers in this category however highlight a
different approach — the ecological perspective of resilience. In this perspective, resilience is seen as “the ability to absorb attacks and
accommodate greater deviations from the starting point without requiring the system to return to the exact central point” [96]:342). The
classification devised by Hiller and Blanke [96] also includes a third approach: socio-ecological resilience. This third approach is more
prominent in articles on the resilience of the physical city as discussed in the next subsection.

4.1.3. Resilience of the physical city

The majority of articles included in this review have been found to investigate resilience in the context of the physical city. Key
considerations include the potential of smart city technologies in improving the resilience of the physical city, and whether the
implementation of new layers of technology and data pose new risks against which additional forms of resilience must be developed [7,
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Fig. 3. The resilience of the physical city, understood as a socio-techno-ecological system.
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36,65,77,104]. The most common types of threats mentioned in this part of the literature include accidental man-made hazards (e.g.,
human error), deliberate man-made hazards (e.g., terrorism) and natural hazards [12,31,41,43,52,53,57,60,65]. Discussions therefore
focus on making cities and their inhabitants more resilient to shocks associated with such threats.

Here, resilience is defined in broader terms and extends to the social systems of the city, beyond the physical (built and natural
environment). Cities are in some cases interpreted as socio-techno-ecological systems in relation to conceptualising urban resilience
and sustainability [40,117]. Fig. 3 was developed by the authors of this paper to summarise the interrelations and links between
different elements of the ‘physical city’ (i.e., social infrastructure, physical infrastructure, digital physical infrastructure, and the
natural environment), and the associated concepts of resilience found in the papers reviewed. In smart cities, the physical infra-
structure includes not only the traditional (non-digital) physical infrastructure but also the new smart digital infrastructure (e.g., [oT
systems, smart grids). As Fig. 3 shows, urban resilience emerges as the outcome of the resilience of the different elements and their
complex interactions. This is because each element affects the resilience of the other elements due to bi-directional links and feedback
loops among them.

A wide range of definitions were found that describe the resilience of the physical city, i.e., urban resilience. Some articles cite
definitions coined by recognised organisations such as the United Nations Office for Disaster Risk Reduction (UNDDR) or the Rock-
efeller Foundation through its initiative 100 Resilient Cities [4,5,12,43,49]. Some of the surveyed articles however develop their own
definitions which may focus on specific aspects of resilience, specific hazards or understandings of the interrelations between resilience
and smartness.

Garnett and Adams [42]:2) offer a climate change-focused definition of resilience which is seen “as the ability of a system, which is the
urban environment in this case, to cope with stress or disturbance caused by changes in climate”. Moraci et al. [52] link resilience, climate
change and smartness in their definition:

“the resilient city is an achievement of contemporary planning, which uses smart tools on cities and urban settlements to administrate and
manage urban transformations to cope with climate change and the mitigation of environmental hazards. Resilience is a concept included
in the meaning of the smart city and is contemplated in the paradigm of smart planning”. [52]:1).

Other authors offer more comprehensive definitions of urban resilience. Timashev [60]:2) contends that

“the essence and components of urban resilience consist of working to: 1) prevent any potential threat; 2) withstand any impact caused;
3) react to the crises derived from the impact; 4) recover the city’s functionalities; 5) learn from the experience. [...] The four main
components of urban resilience are: industrial disaster and climate resilience, economic resilience, social resilience and urban resilience.
All this is achieved when the city becomes smart”.

Another example of a comprehensive definition is provided by Furno et al. [41]:234):

“Resilience describes the ability of a given system to provide fundamental services to people without discontinuity, even in the presence of
adverse or catastrophic events. As a consequence, it will be a key property for achieving smartness in cities of the near future. Resilience
concerns several infrastructures used for transporting goods or people: energy, water, information and road networks are a few examples.
An unforeseen event that originates a breakage in one of these infrastructures may cause incalculable damages with serious socio-
economic consequences.”

The various definitions found in this part of the literature, although emphasising different aspects of urban resilience, converge in
agreeing that it involves the capacity of the urban socio-techno-ecological system to absorb, adapt, survive, recover and learn from
shocks (see also [40]. Most of the articles surveyed establish a strong link between resilience and smartness. Some contend that a truly
smart city must be resilient, others that resilience can only be achieved when a city is smart — giving more emphasis either to
‘resilience’ or ‘smartness’. Some, however, highlight that the implementation of new smart digital technologies may in fact hinder the
resilience of the physical city in particular ways (for an example see Ref. [29].

4.2. Linking the concepts of resilience and smartness

Ismagilova et al. [118] argues that smartness in smart cities often refers to the adequate application of various ICT solutions to

[{3 » .
as part of “Helps achieve”

Resilience < This relationship ,........
is still not clear

Fig. 4. The Resilience-Smartness-Sustainability triangle.
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achieve better performance. However, similar to the concept of resilience, an absolute definition of smartness has not yet been
commonly agreed. The literature most often links urban resilience and smartness through the more holistic concept of sustainability,
resulting in a ‘Resilience-Smartness-Sustainability triangle’ (see Fig. 4). ‘Resilience’ has been recognised as a key aspect of sustain-
ability [39] with resilience goals being included in the United Nations Sustainable Development Goals [7,10]. In turn, smart city
visions often emphasise the role of smart city technologies in more efficient, effective and therefore more sustainable urban planning,
management and service delivery. In other words, resilience is seen as part of urban sustainability, while smartness is a toolbox to help
to achieve sustainability, as shown on Fig. 4.

However, it must also be noted that the relationship between smartness and resilience remains contested. Different articles offer
different interpretations on the nature and quality of this relationship. Some authors argue that the relationship can be positive,
negative or neutral depending on the context. Additionally, the literature surveyed shows that the link seems to be clearer from
smartness to resilience, rather than the opposite.

Many of those arguing that the interrelations between resilience and smartness lead to mostly positive outcomes either see smart
city development as key to improve urban resilience (e.g. de Falco et al. [15]; Dong et al. [38]; Furno et al. [41]; Grimes et al. [43];
Marsal-Llacuna and Segal [51]; Moraci et al. [52]; Oke et al. [55]; Timashev [60]; Wu and Chen [63], or propose specific data-driven
solutions and digital tools to improve the resilience of the city or specific urban systems [26,30-32,56,59,61,65]. However, the ar-
guments put forward by these articles are typically justified through simulations rather than real-world implementation and impact
measurement (for exceptions see Sitinjak et al. [59]; Zhu et al. [65]. Consequently, empirical evidence demonstrating the positive
impact of smartification on urban resilience is still lacking.

Other proponents of a reinforcing relationship between smartness and resilience contend that improving resilience is one of many
aspects of smart city development. Resilience is interpreted as a ‘service’ that smart cities deliver [34,39,53], and therefore a city can
only be considered ‘smart’ if it demonstrates the characteristics of a resilient city [14,28,33,39,41,46,52,64,65].

Depicting the relationship between resilience and smartness as mostly neutral, certain articles in our review propose combining the
smart city and the resilient city concepts in one inclusive city model, i.e. the ‘smart and resilient’ city [11,12,48,49]. Here the argument
is that although the concepts overlap, neither can smartness be considered as a component of resilience, nor the other way around. De
Jong et al. [5] takes the neutrality argument one step further and asserts that despite any apparent overlaps, in reality there is no
straightforward or direct connection between the two concepts.

Some of the surveyed articles however suggest that the interrelations between smartness and resilience may produce negative
outcomes overall [4,7,35-37,62,77,119]. They point out that rather than improving urban resilience, smart digital technologies
introduce new vulnerabilities into the urban context. This is described as the vulnerability paradox by Ref. [39]:15) as follows:

“As a country’s utility services become less prone to failure, the greater the effects of any disruption will be (...). In the course of their
technological development, societies begin to react much more sensitively to disruptions, especially when they involve infrastructures
based on advanced technologies, since the public is used to having very high safety standards and a high degree of security of supply. This
situation in which people have developed a rather deceptive feeling of security as services become increasingly reliable and less prone to
failure, although the consequences of any ‘incident that happens to occur anyway’ are disproportionately greater than before, is referred
to as the vulnerability paradox.”

We argue that the articles in this group appear to describe a type of a “law of conservation of risk”. They acknowledge that smart
technologies may be used to enhance the resilience of urban systems (e.g. early warning systems; see Sitinjak et al. [59]. However, they
are also likely to introduce new types of risk (e.g. cybersecurity issues; see Kitchin and Dodge [77] to the functioning of these systems.
In other cases, smart technologies may simply transfer risk among stakeholders and systems instead of meaningfully dealing with
vulnerabilities. Many authors also argue that smart city technologies, in reality, lack the transformative capacity often attributed to
them. Instead, they tend to reinforce the status quo and do not tackle the root causes of social, environmental and economic vul-
nerabilities [4,7].

In summary, the nature of the relationship between smartness and resilience in the urban context is still contested with a diversity
of interpretations emerging to date. The debate on their relationship permeates all three components of our conceptualisation of smart
cities (recall Fig. 1) as these two concepts are both generic and pervasive (i.e., partly due to the ubiquitous existence of systemic risks
and vulnerability and widely applied digital solutions in smart cities). However, improving our understanding of the role of specific
digital technologies in processes of ‘resilience-building’ may help advance the debate.

4.3. The role of digital technologies in resilience-building processes

As discussed in the previous section, consensus has not — and indeed may never — emerge regarding the overall impact of the smart
city agenda on urban resilience, and the implications of resilience requirements for smartification in the urban context. Nevertheless,
recent market developments indicate an interest in, and potential role for, smart city digital technologies in resilience-building pro-
cesses. For example, starting from 2019 the Consumer Electronics Show (CES) held in Las Vegas, Nevada, includes a conference
programme and exhibition area dedicated specifically to ‘Resilience and resilient technologies’ [120,121].

The literature review found that digital technologies can play an enabling role in urban resilience-building processes if imple-
mented appropriately. It is however important to note the following. First, smart digital technologies and tools must be considered as
part of integrated solution ‘packages’ rather than standalone solutions. Second, many of the reviewed articles call for paying greater
attention to the processes of embedding digital technology in particular social contexts in evaluating their contribution to resilience-
building [1,65,99-103,105-109,111,112,115,122]. For instance, Roberts et al. [112,113] perceive digital technologies as ‘disrup-
tions’ rather than ‘enablers’, calling for a better understanding of the potentially disruptive nature of digital technologies for urban and
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community resilience. They assert that:

“Technological change is viewed as something that can contribute to adaptive capacity — a resource to be drawn upon — rather than a
disruption or change that resilient communities need to be prepared for, but may better be understood as both.” [112,113]:381)

Bellini and Nesi [104] assert that resilience-building consists of four main elements which they term anticipate, monitor, respond
and learn. They see a role for various digital technologies in capacity-building and increasing the efficiency and effectiveness of
resilience-building processes. For example, digital models and simulation tools, based on cloud computing and big data, can help to
anticipate potential risks, develop emergency scenarios and test emergency responses (see, for example, Alazawi et al. [26]; Bellini
et al. [32] or Ottenburger et al. [56]. Urban monitoring and warning systems can benefit from the implementation of IoT, sensing and
5G technologies. Technologies enabling real-time data collection, processing and decision-making can contribute to more appropriate
and efficient emergency responses. In addition, advanced data analysis techniques (e.g., Machine Learning) can be utilised to support
learning, both in terms of recalibrating the models and systems used in the anticipation phase and providing improved evidence for
policymaking. In fact, ‘resilience analytics’ emerged as a key focus in the literature on digital technology implementation for
resilience-building. Barker et al. [103] describe resilience analytics as “the data-driven process for supporting resilience through the
application of descriptive, predictive, and prescriptive modelling” [103]:65).

Taking a different view, Borie et al. [105,106] categorise approaches to resilience-building in terms of their impact and differ-
entiate between ‘conservative’ and ‘transformative’ options. An approach is categorised as conservative if it aims at protecting the
existing system and its characteristics through facilitating a bounce-back to its baseline functioning after a shock. As such, system
characteristics are not challenged and not considered as potential causes of vulnerability. In contrast, transformative approaches seek
to utilise the destabilising effects of shocks to facilitate learning about both the system-internal and external causes of vulnerability to
improve resilience. Digital technologies can be deployed to support both conservative and transformative processes, adding a new
layer of complexity when evaluating the contribution of digital technologies to resilience building.

The importance of context in understanding the impact of digital technologies has been found to be another key consideration in
the literature. Borie et al. [105,106] investigate how similar GIS and mapping technologies are used by different stakeholders in
Manila, Cape Town and Nairobi to support different resilience narratives in each city. Ashmore et al. [101] describe two case studies of
community-led broadband initiatives in rural communities in the UK and show how the incorporation of broadband contributed to
increasing resilience in one case but not in the other. According to Ashmore et al., a community can achieve social resilience when
people in those communities exhibit strong levels of agency, have a sense of place, and can effectively and efficiently access different
kinds of capital. Both community-led broadband initiatives had highly motivated local leaders acting as digital champions, as well as a
strong sense of place. The varying results in terms of success lay in the differences in the technical knowledge and capital within the
two communities. The relative lack of technical knowledge in one community led to difficulties with accessing financial capital and
ultimately proved detrimental to achieving success — leaving this community behind in terms of broadband access and its potential
benefits, and less resilient to technological and economic change [65]. present a study in which they assess the resilience of 187 smart
cities in China. Although their statistical results show that smartness has a positive impact on urban resilience, the degree of that
impact appears to be higher in cities from the Eastern and Southern region of China. They attribute this finding to regional economic
development disparities affecting the performance of different cities in China.

These articles aim to show that the impact of smart city digital technologies in resilience building is largely context dependent.
They argue that it is essential to build a better understanding of the nature of resilience-building processes and evaluate the potential
contribution of digitalisation to facilitate processes that are deemed appropriate and sufficient to deal with particular threats or shocks.

5. Conclusions

This article aimed to build a better understanding of the interrelations between the concepts of ‘resilience’ and ‘smartness’ in the
urban context. It presented a critical review of literature at the intersection of smart and resilient cities published between 2015 and
2020. The review focused on identifying and comparing the meanings and interpretations attached to ‘resilience’ therein, as well as the
perceived role of digital technologies in resilience building. Our review confirmed that various definitions of resilience exist in the
smart city and smart technologies literature. In order to make sense of multiple definitions, we proposed a simple, yet robust, con-
ceptualisation of the ‘smart city’ and classified the articles according to which of the components of the smart city was their main focus.
We defined these components as the ‘data layer’, ‘digital (‘smart’) technologies’ and the ‘physical city’. The main conclusions can be
summarised as follows.

Despite the emphasis on big data and data analytics in smart cities, we found that only a relatively small number of articles focus
specifically on the resilience of this emerging data layer. Some sources which discuss the resilience of smart/digital technologies also
incorporate considerations for the data layer, as the resilience of these technologies is seen as being dependent on the resilience of the
data. In either case, when discussing the resilience of the data layer a common approach is to discuss resilience in relation to dealing
with deliberate man-made hazards (e.g., cyber-attacks) and associated requirements in terms of data security. Other concepts found to
have been associated with resilience in the context of data in smart cities include privacy and reliability.

Smart city digital technologies are seen as the interface between the physical city and the data layer, making them vulnerable to
threats from both. Therefore, the spectrum of threats considered in this part of the literature ranges from deliberate man-made hazards
(e.g., cyber-attacks and terrorism) to natural hazards. Definitions of resilience of digital technologies follow either an engineering
resilience or an ecological resilience approach (cf. [96], with key consideration given to service provision requirements — i.e., the
ability to guarantee the continuity in the provision of the services provided by smart city digital technologies, for example, smart grids.
Consequently, the concept of reliability features strongly in this part of the literature.
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The resilience of the physical city is defined in wider terms compared with the former two. One reason for this is the dominant
depiction of the city as a complex ‘system-of-systems’ made up of social and physical infrastructures and the natural environment. The
existence (or potential) of complex interactions among these systems means that their different vulnerabilities are interlinked,
potentially causing cascading failures across the wider ‘system-of-systems’. Consequently, improving the resilience of the physical city
entails improving the resilience of all its different subsystems. Untangling the conceptual relationship between smartness and resil-
ience is particularly relevant in this part of the literature, with some authors proposing a strong link between the two concepts while
others assert that smartification weakens resilience by introducing new types of vulnerabilities into the already complex system-of-
systems arrangements.

We proposed the ‘Resilience-Smartness-Sustainability triangle’ model which incorporates three dominant concepts in contempo-
rary urban planning and management. The triangle depicts how resilience is most often considered as an element of sustainability,
while smartness is perceived as a means to achieve sustainability. This indicates that, on the conceptual level, if smartness contributes
to improving sustainability it also may have the potential to help to increase resilience — which is part of sustainability. However, this
relationship is far from straightforward. Some of the surveyed papers critique the alleged benefits of smartification for resilience,
arguing that the adverse effects of new vulnerabilities introduced by smart city digital technologies cancel any possible benefits. Based
on these diverging perspectives, we argue that to investigate the interrelations between resilience and smartness, it is necessary to
better understand the specific role of various digital technologies in resilience-building processes.

This is particularly important because the emerging market for digital technologies for resilience-building is ripe with optimistic
claims about overly positive outcomes. This optimism is founded on ideas such as ‘technological determinism’ [113] and ‘ecological
modernisation’ [98]. Here, sustainability is to be achieved through development and progress in terms of technological advancement.
This perspective is widespread in the reviewed literature, with the role of digital technologies most often seen as enabling
resilience-building processes. However, we argue, the impact of digital technologies on resilience-building processes is likely to depend
on how these technologies are used and what the intention and expectations are in relation to their use.

Constructing useful frameworks for understanding resilience-building processes is thus crucial. An example of such a framework
which differentiates between conservative and transformational processes (Borie et al. [105,106] was presented earlier in this paper.
Learning about the nature of different resilience-building processes can help cities and communities identify and deal with the root
causes of vulnerability in a particular context — which in turn should inform the appropriate use of digital technologies to facilitate
these processes. Similarly, contextual knowledge held within communities is important in determining which type of
resilience-building processes (e.g., conservative or transformational) may be needed in a particular city to deal with specific local
vulnerabilities and achieve better resilience. Furthermore, more research is necessary on possible disruptions to cities and communities
caused by various smart city digital technologies — especially empirical research that evaluates the results of real-world applications of
digital technologies for resilience. This may require some time as many of these technologies are still at prototype stage or have not
been implemented for sufficient time in real-world applications to be able to evaluate them.

At this point it must be acknowledged that this lack of real-world applications may partially exist due to focussing our review on
academic literature. Future reviews might benefit from contrasting our findings with those arising from a survey of various grey
literatures, e.g., consultancy reports, municipal publications and policy documents, to interrogate how the concepts of smartness and
resilience are interpreted outside academic research.

Our review highlighted that the debate on the interrelations between smartness and resilience remains open. While this article did
not provide a definitive conclusion to this debate, taking stock of the existing literature allowed us to identify useful framings and
trends of convergence and divergence, as well as avenues for future research. There is a need for further interdisciplinary research —
which extends to the physical, social and environmental systems of cities — to better understand the contribution of specific smart city
digital technologies to resilience-building processes in order to increase the understanding of the relationship between smartness and
resilience. This conceptual obscurity has wide-reaching implications in urban policy and interventions that seek to improve resilience
in a city. It leads to difficulties with scoping problems, setting goals and identifying targets and roles for technologies — with success
factors remaining dependent on the views and interpretations of powerful institutions and stakeholders (multinational tech corpo-
rations being one example), potentially further marginalising the interests of the less powerful.
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